Background: Iatrogenic injuries related to medications are common, costly, and clinically significant. Computerized physician order entry (CPOE) and clinical decision support systems (CDSSs) may reduce medication error rates.
error rate, 1 an improvement in corollary orders, 1 an improvement in 5 prescribing behaviors, and 1 an improvement in nephrotoxic drug dose and frequency. Of the 7 studies evaluating isolated CDSSs, 3 demonstrated statistically significant improvements in antibioticassociated medication errors or adverse drug events and 1 an improvement in theophylline-associated medication errors. The remaining 3 studies had nonsignificant results.
Conclusions: Use of CPOE and isolated CDSSs can substantially reduce medication error rates, but most studies have not been powered to detect differences in adverse drug events and have evaluated a small number of "homegrown" systems. Research is needed to evaluate commercial systems, to compare the various applications, to identify key components of applications, and to identify factors related to successful implementation of these systems.
Arch Intern Med. 2003; 163:1409 -1416 M EDICATION ERRORS and adverse drug events (ADEs) are common, costly, and clinically important problems. [1] [2] [3] [4] [5] [6] [7] Each year, an estimated 770000 people are injured or die in hospitals from ADEs, which are injuries resulting from drug use. 4, 5, 8 Adult hospital incidence rates of ADEs have ranged from 2 to 7 per 100 admissions, 2, 4, 9, 10 although determination of a precise national estimate is difficult because studies have used varying definitions. 11 Approximately 28% of ADEs are associated with a medication error and therefore are judged to be preventable. 2 Of preventable ADEs, 56% occurred during drug ordering. 2 Two inpatient studies, 1 in adults 2 and 1 in children, 7 found that medication errors occurred at rates of more than 5% and that approximately half of all medication errors occurred at the stage of drug order-ing. The principal types of medication errors include missing a dose and incorrect medication doses, frequencies, or routes. 2 The frequency and type of medication errors found depend on the method used to detect them. Other studies, 1 which used a direct observation method to assess how accurately orders are carried out, found high rates of drug administration errors.
Analysis of medication errors suggests that prevention strategies targeting systems rather than individuals are most effective in reducing errors. 12 Computerized physician order entry (CPOE) and clinical decision support systems (CDSSs) are promising interventions that target the ordering stage of medications, where most medication errors and preventable ADEs occur. Despite growing public mandates and the obvious theoretical advantages of these systems, organizational adoption of CPOE and CDSSs has been limited. The much publicized Institute of Medicine REVIEW ARTICLE report To Err Is Human 13 drew attention to this "digital divide" between health care and other industrial sectors and called for more widespread adoption of information technology solutions to improve medication safety. Results of recent surveys 14, 15 of US hospitals indicate that only 4.3% to 15.0% of hospitals have an electronic medication order-entry system in place. If partially implemented systems and institutions in the process of acquiring systems are included, this figure may be as high as 30%. 14, 15 The degree to which health care has lagged behind other sectors in automating complex and hazardous processes is striking. For example, adoption of information technology interventions such as bar coding and automated drug delivery systems to reduce drug administration errors has also been slow. Therefore, we undertook this study to systematically review the cumulative evidence on the effects of CPOE and CDSSs on medication safety.
METHODS

DEFINITION OF CPOE AND CDSSs
Computerized physician order entry refers to a variety of computer-based systems that share the common features of automating the medication ordering process and that ensure standardized, legible, and complete orders. Clinical decision support systems are built into almost all CPOE systems to varying degrees. Basic clinical decision support pro-vides computerized advice regarding drug doses, routes, and frequencies, and more sophisticated CDSSs can perform drug allergy checks, drug-laboratory value checks, and drug-drug interaction checks and can provide reminders about corollary orders (eg, prompting the user to order glucose checks after ordering insulin) or drug guidelines. 16 Clinical decision support systems may also be implemented without CPOE. Basic CDSSs often assist in tasks such as drug selection, dosing, and duration, and more refined CDSSs can incorporate patient-or pathogen-specific information. The ordering physician may view such advice and then proceed with a conventional handwritten medication order.
STUDY IDENTIFICATION AND SELECTION
Studies were identified by searching the US National Library of Medicine MEDLINE electronic bibliographic database and the electronic Cochrane Library. The MEDLINE search strategy was performed using the following MeSH terms: hospital information systems; decision support systems, clinical; and drug therapy, computer-assisted. In addition, we searched for key title words related to computerized order entry and combined the results of these searches with MeSH terms capturing adverse events and medical errors: medical error, iatrogenic disease, sentinel surveillance, and safety. The Cochrane Library was searched using similar key terms and title words. Reference lists from all relevant articles, including 2 systematic reviews, 17, 18 were reviewed to identify additional primary studies. Specifically, we sought articles describing computerized systems for per-forming general order entry or CDSSs for guiding physicians in the orderwriting process. Computerized programs that screen for potential ADEs were not included, unless they interact with users during the order-writing process, 10, 19, 20 and neither were CDSSs built into programmable intravenous infusion pumps. [21] [22] [23] Although both of these practices play a role in improving medication safety, they do not affect the stage of order writing, which is the focus of this review.
STUDY EVALUATION
Two of us (R.K. and K.G.S.) reviewed all the articles to determine the level of evidence for practice effectiveness using frameworks developed by the University of California San Francisco-Stanford Evidence-Based Practice Center for the evaluation of study design (Table 1) and measured outcomes ( Table 2) . 24 This classification scheme was developed because of the heterogeneous nature of the studies evaluating CPOE and CDSSs. The scheme incorporates features of existing frameworks and recommendations for evaluating and synthesizing evidence. [25] [26] [27] [28] [29] [30] [31] We included articles with a minimum level 3 study design (observational studies with controls) and level 2 outcomes (surrogate clinical outcomes). Studies that reported a mixture of level 2 and level 3 outcomes (outcomes with an indirect or unestablished connection to the target safety outcome) were included, as had been decided prospectively. Disagreements were resolved by discussion.
OUTCOME DEFINITIONS
Medication errors are errors in the process of ordering, transcribing, dispensing, administering, or monitoring medications. One example is an order written for acetaminophen without a route of administration. Medication errors include a mixture of errors with differing potentials for patient injury.
Potential ADEs are medication errors with significant potential to harm a patient that may or may not actually reach a patient. An example of an intercepted potential ADE is an order written for a morphine overdose that is noticed and corrected by a pharmacist before the drug is administered. An example of a nonintercepted potential ADE is an administered overdose of morphine to a patient who does not have any sequelae. Medication errors and potential ADEs were considered surrogate outcomes (level 2).
Adverse drug events are injuries resulting from drug use and therefore con- Includes prospectively planned studies with predetermined eligibility criteria and outcome measures or prospective cohort studies that include intervention and control groups 3
Observational studies with controls Includes retrospective, interrupted time series (a change in trend attributable to the intervention), case-control studies, cohort studies with controls, and health services research that includes adjustment for likely confounding variables 4
Observational studies without controls
Includes cohort studies without controls and case series *Systematic reviews were assigned the highest to lowest level of study design included in the review, followed by an "A" (eg, a systematic review that included 1 randomized controlled trial and several observational studies with controls was designated "Level 1A-3A").
stitute clinical outcomes (level 1). Adverse drug events associated with a medication error are considered preventable, whereas those not associated with a medication error are considered nonpreventable. An example of a preventable ADE is the development of a rash after the administration of penicillin to a known penicillin-allergic patient. In contrast, a nonpreventable ADE is the development of a penicillinassociated rash in a patient with no known previous allergies.
Nonintercepted serious medication errors include nonintercepted potential ADEs and preventable ADEs (ie, medication errors that either have the potential to or actually cause harm to a patient). Errors that are not intercepted and have the potential to or actually cause injury are the most important from the perspective of patient safety.
DATA EXTRACTION AND ANALYSIS
Studies were grouped into 2 categories: those evaluating CPOE with CDSSs and those evaluating CDSSs alone. No studies were found assessing CPOE alone. We did not quantitatively score the qual-ity of the studies owing to the recognized difficulties in quality scoring in general 29, 32 and especially for a heterogeneous group of studies such as those included in this review. Nonetheless, both reviewers abstracted each study for prospectively determined elements pertaining to methodological quality. 33 In addition, the reviewers described the study design, setting, outcomes, and results. Other extracted information included data regarding potential harm from the practice and issues regarding cost and implementation.
RESULTS
STUDY DESIGN AND SETTINGS
Twelve studies met the inclusion criteria for study design and measured outcomes. The 5 studies listed in Table 3 evaluated CPOE with CDSSs. [34] [35] [36] [37] [38] In the first study, 34 Other Other measurable variables with an indirect or unestablished connection to the target safety outcome (eg, pretest/post test after an educational intervention and compliance with "optimal" or "recommended" prescribing practice) 4
None No outcomes relevant to decreasing medical errors or adverse events (eg, the study describes an approach to detecting errors but reports no measured outcomes) (BWH). The first BWH study 35 was a cross-sectional analysis of 6771 patients comparing an intervention period of CPOE with CDSSs with a historical period, the next 2 BWH studies 36, 37 were time series analyses, and the final BWH study 38 was a randomized controlled trial with a crossover design of 7490 patients. Table 4 lists 7 studies 39-45 that evaluated isolated CDSSs; 6 were randomized controlled trials and 1 was a prospective before-after analysis. All of these studies were con-ducted in the inpatient setting. Burton et al 39 assessed the use of a computerized aminoglycoside dosing program for 75 patients at the Dallas Veterans Affairs Medical Center in Texas. Evans et al, 40, 41 at LDS Hospital, Salt Lake City, Utah, performed 2 studies on antibiotic CDSSs: a randomized controlled trial 40 of empiric antibiotic drug selection using CDSSs with 451 patients and a cross-sectional analysis 41 comparing an intervention period of a computer-assisted antiinfective drug management pro-gram with a historical control period for 1136 patients in the intensive care unit. Casner et al 42 
STUDY OUTCOMES
Most of the included CPOE studies primarily measured level 2 and level 3 outcomes because level 1 outcomes are significantly less frequent. Therefore, larger and longer studies are necessary to measure the effects of an intervention on ADE rates, and the costs of such studies are very high. The first 2 BWH studies 35, 36 primarily measured nonintercepted serious medication errors (level 2) and medication errors (level 2) but also included ADEs as a secondary outcome (level 1). The other 3 CPOE studies reported level 2 and level 3 outcomes (ie, prescribing practices, 37 corollary orders, 34 and appropriate drug dose and frequency 38 ). Corollary orders (level 2 and level 3 outcomes) are orders needed to detect or ameliorate potential effects of a trigger order, for example, ordering regular laboratory tests of coagulation status after starting a patient on intravenous heparin therapy. Similarly, the studies evaluating CDSSs report level 1 and level 2 outcomes, with level 1 outcomes often a secondary end point. Burton et al 39 reported rates of toxic serum aminoglycoside levels (level 2). Evans et al determined rates of pathogen susceptibility to an antibiotic drug regimen (level 2) 40 and rates of anti-infective drugassociated ADEs (level 1). 41 Casner et al 42 
CPOE AND MEDICATION SAFETY
The first BWH study 35 assessing the impact of CPOE with CDSSs demonstrated a 55% decrease in nonintercepted serious medication errors (P = .01). As a secondary outcome, this study found a 17% decrease in the preventable ADE rate, which was not statistically significant (P = .37). The CPOE application at the time of this study included only basic decision support, with limited checking for allergies and drug-drug interactions. The second study, 36 a time series analysis, evaluated medication error rates before CPOE and in the 3 years subsequent to its implementation. It demonstrated an 81% decrease in medication errors and an 86% decrease in nonintercepted serious medication errors (PϽ.001 for both). This study found a decrease in the rate of ADEs per 1000 patient-days from 14.7 to 9.6 during the study (P = .09) and a decrease in the number of preventable ADEs from 5 to 2 (P=.05). The remaining 3 studies assessed more specific types of medication errors. Overhage et al 34 The final 2 studies evaluated anticoagulation agents. Evaluation of a heparin dosing system demonstrated lower rates of bleeding events in intervention patients (4.2%) vs control patients (7.7%), but without statistical significance (P=.6). 44 Similarly, evaluation of a warfarin (Coumadin) dosing program demonstrated lower rates of bleeding complications (0% vs 8%) and overanticoagulation rates (5% vs 17%), but neither result was statistically significant (P =.11). 45 
COMMENT
These studies provide evidence that the use of CPOE with CDSSs significantly decreases medication error and serious medication error rates at 2 institutions with "homegrown" systems. However, the effect on ADE rates has not been adequately tested because studies with sufficient power have not been performed. There is a strong correlation between medication errors and ADEs, so such applications will almost certainly reduce ADE rates. Nevertheless, medication errors have widely varying potential for harm, and it seems easiest to prevent those that rarely cause injury. 35, 36 Some of the CDSS studies, 40,41,43 particularly those evaluating antibiotic drug-associated programs, demonstrated focal reductions in medication errors with statistical significance as well as some decreases in ADE rates. Although other CDSSs tended to have statistically insignificant results, these studies 39, 42, 44, 45 were underpowered, with sample sizes of 17 to 75 patients. Comprehensive applications, including CPOE and sophisticated decision support, will likely have the greatest effect.
One important question is whether the currently available data are sufficiently compelling that CPOE should be widely adopted or whether further research is required. We believe that further studies targeted at a few critical questions are desirable (REPRINTED) ARCH INTERN MED/ VOL 163, JUNE 23, 2003 but not a requirement before widespread adoption. For example, a multicenter study evaluating the impact of CPOE on ADE rates would cost tens of millions of dollars and would be hard to perform because CPOE is a complex application touching on so many parts of the clinical and information systems. Instead, research should focus on questions such as the following: What are the differences among various CPOE systems? What are barriers to adoption? What are the key decision support elements? How effective are specific pieces of decision support? How should these applications be implemented in community hospitals?
Most studies of CPOE have assessed only 2 internally developed (homegrown) systems. To date, dissemination of these systems has been limited for a variety of reasons. Most hospitals use commercial systems. Relatively few vendors have CPOE applications that have broad use at more than a handful of hospitals. As with evaluations of therapeutic agents, there is a reasonable expectation of a class effect 46 with many CPOE systems, but classes of CPOE remain to be established. For example, CPOE systems with no decision support will almost certainly decrease error rates less than systems with sophisticated decision support. Thus, one area for further research consists of developing tools to assess the extent to which a specific commercial CPOE application will reduce the medication error rate or the preventable ADE rate. Comparisons among such commercial products will likewise be informative.
Organizational adoption of CPOE has been limited. One survey 14 of 668 hospitals indicated that 15% had at least partially implemented CPOE. A more recent survey 15 of pharmacy directors at 1091 acute care hospitals in the United States (49% response rate) reported that 4.3% of hospitals had an electronic medication order-entry system in place.
Many barriers to CPOE adoption exist. Rogers 47 suggests that perceived attributes of an innovation and organizational social context strongly affect the innovation adoption rate. Perhaps most important, a health care institution must garner financial and organizational support before introducing CPOE with CDSSs. Computerized physician order entry requires large up-front capital investment with more remote, albeit substantial, returns. Such investment is especially challenging when organizations are losing money. In addition to the financial obstacles, implementing sophisticated new clinical information systems presents substantial organizational challenges owing to the impact on institutional culture and clinical workflow [48] [49] [50] [51] and the need to accommodate existing institutional systems used for billing, laboratory, and pharmacy data. 52 In addition, the efficacy of individual decision support elements warrants further investigation. Many of the CDSS studies included in this review produced nonsignificant results. Yet, it is difficult to draw definitive conclusions because of the small sample sizes. Larger studies need to be performed, as do studies identifying key, successful decision support elements.
COSTS AND BENEFITS OF CPOE AND CDSSs
Purchasing commercial CPOE systems is generally more expensive than is internally developing systems. Brigham and Women's Hospital has reported costs of $1.9 million for developing and implementing CPOE in 1992, with ongoing maintenance costs of $500000 per year, although this was incremental to what was already a highly developed clinical system. 53 Fewer data are available regarding the cost of purchasing and implementing large commercial systems, but it may be on the order of tens of millions of dollars, especially if related clinical applications such as a clinical data repository must be upgraded. Several studies 34, 37, 54 report that only minimal resources are needed to introduce or maintain decision support programs into existing order-entry programs.
The beneficial effects of CPOE systems extend beyond medication safety and include reduced costs and quality improvement. These benefits have been achieved by providing feedback about the appropriateness and costs of laboratory and radiologic tests, easy implementa-tion of clinical pathways, improved quality measurement, and improved coding and billing. Brigham and Women's Hospital estimated net savings of $5 to $10 million per year for the CPOE system. 55 In a randomized controlled clinical trial, Tierney et al 56 demonstrated that CPOE linked to a comprehensive electronic medical record system resulted in charges that were $887 (12.7%) lower per admission. Cost savings associated with averted ADEs may be considerable. For example, BWH, a 720-bed academic institution, estimated costs before CPOE implementation of $2.8 million annually for preventable ADEs. 57 Evans et al 58 reported a $100000 per year cost avoidance with a computerassisted antibiotic drug dosing program attributable to decreased antibiotic drug use and avoided ADEs.
POTENTIAL FOR HARM
As with any other technology, CPOE and CDSSs may introduce different types of medication errors. Incorrect default dosing or route suggestions may lead to potentially erroneous orders. For example, the first time series analysis 36 at BWH demonstrated an initial increase in intercepted potential ADEs attributable to the ordering screen structure for potassium chloride, which made it easy to order large doses of intravenous potassium. Once identified, this error was rectified, but this event underscores the importance of ongoing close scrutiny of CPOE and CDSSs. In general, as users become accustomed to CPOE and CDSSs, they are likely to accept computer suggestions with minimal reflection, 59 emphasizing the importance of testing decision support default settings and suggestions.
When CPOE systems are not electronically linked to computerized pharmacy systems, pharmacists must manually reenter orders into the pharmacy system, with a resultant increase in chance of error. Pedersen et al 15 found that 25.7% of surveyed hospitals with electronic prescribing lacked information system linkages to pharmacy systems.
The trigger level for computerized warnings must be set to the appropriate sensitivity. In situa-tions with a potential for significant harm, it is important that providers receive warnings without being overwhelmed by alarms of marginal value. Hardware outages and software instability pose further risks. In particular, the reliability needed for CPOE is much higher than that required for systems that simply report laboratory test results. Finally, physicians can electronically write an order in the wrong patient's record, analogous to handwriting an order in the wrong patient's medical chart.
PRESENT LEGISLATION AND PUBLIC MANDATES
In the meantime, public and private groups are increasingly demanding implementation of CPOE and other information technologies. The Leapfrog Group, a consortium of companies that belong to the Business Roundtable, has endorsed CPOE in hospitals as 1 of 3 changes that would most improve patient safety in the United States. 60 A Medicare Payment Advisory Commission report 61 suggested instituting financial incentives for CPOE implementation. Legislation has also been introduced at the federal and state levels. United States Senators Bob Graham (D-Fla) and Olympia Snowe (R-Maine) recently introduced a bill, titled the "Medication Errors Reduction Act of 2001," to establish an informatics system grant program for hospitals and skilled nursing facilities. 62 At the state level, California recently enacted legislation stipulating that acute-care hospitals implement information technology such as CPOE to reduce medication-related errors. 63 In conclusion, use of CPOE and isolated CDSSs significantly decreases medication error rates and provides other important benefits related to medication use. Funding constraints and public pressure to bridge the digital divide in health care make a large trial comparing paper ordering to sophisticated CPOE systems unlikely. However, a need exists for research evaluating commercial systems, the relative benefits of different classes of systems, and factors related to successful implementation of these systems.
Accepted for publication August 16, 2002. Portions of this article are based on work performed by the authors in collaboration with the University of California San Francisco-Stanford Evidence-Based Practice Center under contract 290-97-0013 to the Agency for Healthcare Research and Quality, Rockville, Md.
Dr Bates has received honoraria for speaking from the Eclipsys Corp (Boca Raton, Fla) , which has licensed the rights to the BWH Clinical Information System. The hospital no longer has a financial relationship with Eclipsys. Dr Bates is a coinventor on patent No. 6029138 held by BWH on the use of decision support software for medical management, licensed to Medicalis Corp (Boston, Mass). He holds a minority equity position in the privately held company Medicalis, which develops Webbased decision support for radiology test ordering, and he serves as a consultant to Medicalis. He is also a consultant and serves on the advisory board for McKesson MedManagement (Minneapolis, Minn), a company that assists hospitals in preventing adverse drug events.
We 
